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cparl) gudany pa SAGAN gan @Bga - ) - ga (e dualdl) Al 38Y) ASpdd) Jay 5 G ASaudS)
e Y gl g Aaliiall (i ) quiSal) Ay o RN il Aidi oy 5 () (Say JUal) G A0
adsa - ) -adga £ g8 dualill Luial) Y Sl Yka
S5 g
Cem

//\'I ./\‘
Inte <A B2
~

I
/ Rou 4254
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Bus Jues!) dabiia I Jlas!

(1) Js&dl
tBsa A aBga (e £ o8 Aaldl) dual YY) AU
Source: Maquerry, Steven, (2008), Authorized Self-Study Guide
Interconnecting: Cisco Network Devices, Part 2 (ICND2), 3rd Edition, Cisco
Press, Indianapolis, USA, p.300.

AGAY Gg) el cidaa ) add 8 aBga oY) -adga gl dualdl) L) ibY) Al b
dalilly dghiall iyl Sty Jusi dua ¢ CiSCOES (0 O8O (Sar Aualdll L) sidY)
9 (Router) 4asa el 0S5 O (S Al g duald L i) Al 49 90 P e TCP/IP JsS g
.CiSCO £.88 (1 duald 4l 38 A<, (Concentrator) <iiSa o) S o) (Firewall) b Jas
dLalil) L) 8Y) clSudd) N adga - ) -aBga £ 98 (a0 daldd) dpa) 381 AU andl 0 (Sang
.(Jaha, 2008: 3) :b LSy dua LAl 5 4830
b Ao AN CulSall cra JiSI g) fanl g ellad A gal) CulS 1Y) cadiga - ) - 2B ga (e Addal G o
dua Aglilal) Laldl) A 8N ASudl) 4 oS5 DA Cpa (duald Baa g ASuE DA e Lgday i 5 08
Aaaiid) @iy b ghd Llua GlS aa 45 Ball, A8 Laddiad) Jglad) pa any
) A Cilaliia g Al Cldle dogall ardiud Ladic sadga ) adga (pe dan W) CASEY o
dglaall uM\hjL;JIAMUﬁi Gl A O O LEE (g o) (sl o) e pd JUal) o
AS e Ay Crada Jand ) ¢Sy daliilal) pa A8 pil) il pall (8 dl1d A (e g clgulany pa
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Al ANES Cpe AR LA WS ) ey ARl Gl e dualdd) Al BN il o
s e Al clil (Controlled access) Masle shswal) Jga gl LT Ja) (e dalil) 4l a8Y)
438 g gall) cpa¥) Ll 3 b Al o Cpaa padind Y dalad) CASEN O (e a8 ) e g cdualdld) Cluil)
O Glaagd) e dalaal) Adaal) cVLATY) anin (diaY) Laldld) dua) sy ASudd) A0 (uddal)

dalaial)

cud i) A
Internet

B i) sl

A s Main
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Branch L= o ’ Cofaiial) ¢ slalal)
: ST EW|] elS ) =
Site G 2 el s a’_r\., 153 R
&0l 2f
Home M&bﬂ
Office ~MoODLe
Supplier Partner Worke
Qife Site
daaldd) L) by AE 4 jlara

Source: Jaha, Ahmed Abdulgader,(2008), Selecting and Implementing Proper
PrivateNetwork (VPN) Solution for Libyan Industrial Sector, Master Thesis,
The General Peoples Committee Secretary for Higher Education, The High
Institute of Industry, Department of Electronic Engineering, Misurata, Libya,
P.4.
Sagadll yilgd CilSud plAl) Gadiid oo Jpagll £ o8 (e daldll dudl Y A Ll
Plain Old- Telephone 4:kieY) 4udilgll hghdl) cilard Jia «(Circuit Switching Netwok)
O (S g 8 Jmash) £ g (n Aaldl) ) 8y Al o) 3 ¢(ISDN) ) (POTS)  Service
CnSlginall e Aa A ASLAl) e A ghial) clibed) g ¢Cpliiiall Graddiviall g ¢Calatiall cilaliia) ac i
AGa N Jsma sl ey JSAy 33 dall Cindaal) o) adldd) il ga Ja n asly £ 631 1 g (JlesY) )
2o deas) gy e Al Bigal mag JSAly AN e el S AS,d
.(Maquerry , 2008: 299)
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(3) Jsl
20y 8 Jyasll £ 55 (Al Ludal 8Y) A
Source: Maquerry, Steven, (2008), “Authorized Self-Study Guide
Interconnecting: Cisco Network Devices, Part 2 (ICND2)”, 3rd Edition, Cisco
Press, Indianapolis, USA, p.301.

L) 8 AE g8 J oY) £ 5l (AT Gpe i N diial O (Sar Aaldl) Al 38 AL o
sy LaS g e A g cugl) o Baaiaall dualdl) dpa) 8y Al AU £ gillg (Gaa il Lo Baataall
(Fisli, 2005: 13)
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e Badinall Al @Y AQUAL O g Sl e e gl Cp Cle eaba) CDURY) ()
Aaiay Cpa A ol gladll ASpddly amy oo Jat g i igeida JS e g3 el Jpand llali (g 3
o dasdiually Secure Socket Layer (SSL) 4ia¥l Juagill Mle dih o Lia AUl g gl
Sl o Sadinall Lndal sy ASuA) gde gty M gl Aaldd) il piical)

Ol Adialal) cililbnd) clat) dglaad A oS addind ¢ a3l Ao Sadinal) 4l 58y Aua ¢
A8 g gal) Aalild) dpa) 8Y) S aladiuy A4S JB) oS a8 ga g a8 9
A8 hl b dilial ) (e Aaldl) Al Y Al A o) I (Jaha, 2008: 38) o O (b
1l ) ALAT
dgalal) el gal) Ao Baatinal) dual i8N ASLEY -1

clibl) A3 LAl pdddl) clga ga atdind La Bale Lpalal) cligSal) o Saainall dpdal iy clSudl) ¢
Apla¥) Gl gang 1329 (plug & play) ek U 58 Jantd aaal 1) Cua dadll) GliLpl) pdds dlis g ddu yal)
L) by ASudl) alti JS Al cligll o) g Gadali Lgadl A CliLY) 580y caladiad) A ggs
ARIS L) yi8Y) ASUEl) Jola £ 931 ) Lgdna Laa CillSll 305 ae (381505 La LS laa¥) a5l 13 g el i)
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275 )yl a9 Ao aliaZad a gladl Alsee
2018 oeed (24) NYEAY (107) adall



plaviwll ayidin pigasl VPN dnlall dwlyialll i il layagi cnill ol dgladl dilay

fitllniiill ddhinll/ plell ygainll wian / 1yl viyan end danlll ddgweiailng gauu dila

Cilaal i Ao adinad) duda) Y il 2

cilipd Ll cibaal ) o Saaiaall Aaldl) Al yidY) clSudd) o688 Lalicy) glagy) 2
lalilall Gl 0 G Ll s g uld Ayl ) A el kI gl by 5 A1 Jand)
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g5 13 B daddiiiial) il g o AR Ga¥) Aula 3180 (pdla gal) aBUa o gy g (AS Al o) daliial)
.SSLs IPsec & dalid) dud) 8y Al e
43 ¢f gal) Aaldl) dua) y8Y) A<al) )
OB 4 jlanall 038 (DA (pag Brena JSiy ABra g dpana il jla e AGAN BUA (e il a0 sl
Ciladd (e £ oill 138 b gl aadiind Al U cpe ) LA g daddl) 393 o daiad 3 1Y) alga
.(Frame Relay s ATM Circuits § MPLS) Wiacdualil) dua iy 4l
diagd) Laldl) Lud) iy dudl) -3
Loa) ) Adlly  diaY) Aaldd) L) 8y Al Aalld) pailadld) Gula aand 4 jleaal) o2
A5 gal) sl
A G| | Al | O 05 g : e
sl S cdpudalal) ALAY ) glal) (JNA Aia¥) Y 98 g g sl (o sl ghat o
IPsec ¢sa¥) e AN JoSgig s .1

S Baguall Cliualge waad 4l Ladis 1995 ale A el Cud AN JeSgian Rl Iay
AL A3l Jaad cdda (Jg¥ Lra )l Al 7ok &5 1998 ale Algs Ay s AN J S gl
(b 3 (e ) ghs gty (JgY) el e cud AN J S g Al (3l Al g (g3 e R
lBa o il e bl gl gl Ay (e¥) i AN JsS gl AU JlaaY) 4B 2005 alad)
G ol el B Jpagl ba ekl By cdajlaall Jgia il bty dlgad! JsS gl
.(Barylski, 2010: 30) (IPV6) wubead) laua¥) sl AN J 68 989 2

9 A0 PR el AN JeS g Ll dlead jlma g a¥) cud AN JgSsig 0 O
CASAEN el Anlaiian) (Says ASl) Akl CLa¥) gy 4d) 3 (i AN JsSSien pln IS GESS
.(Yang, 2006: 1)l s& Ailaladini ST e day M) g Aaldl) Al )

Ose by 385 e (Header) ouls Y4 (e cldbnl) Cilisy (¥ ol AN J oS 58558 o0k
Lgoal) O 3 g haa o) dage oiba LIS 5 el Ayl gy cimdaa ) «Cnfidal Gl g2 ) < (pphicaa
G LAY alaiiay) ALl LAY s JeS gl 13 o) ad Jladld dulgdl) BEl b 3 gial
(Hudson, 2002: 18) 4ia¥) 5 dualisall Lualil] dua) yidy) A<l

Ao ) Ay il NGy algh IETF J (e dadlall a¥) i AN J oS58 90 (@ &)
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il GUENY Cladd o) 3 (PPP) adai - ) -Aai (e 68 989 slinal 131aal 68 g gl 138 ay
PPP JsSsisn pady Laly il i) JoSsign Ahh o (3585 0 Jglad PPTP JsSsisn W g
O¥ cdpaailly Juaadl) Gal 2Y adla PPP JSsign (8 (M JSdng e AN JoSgigul gl
- A e (3hE Jidl oAy Aaldl) Al Y ASA) Apliag La o glas 360G o 0l Apulay) Alddi
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. (Scott et.al, 1999: 31) wliukill e £ oil) 133 Juadl
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(Akbar & Shahzad, 2009: 21)
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Source: Jaha, Ahmed Abdulgader, (2008), Selecting and Implementing Proper
Private Network (VPN) Solution for Libyan Industrial Sector, Master Thesis,
The General Peoples Committee Secretary for Higher Education, The High
Institute of Industry, Department of Electronic Engineering, Misurata, Libya,
P.10.
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Alternative security solutions offered by virtual private network vpn model
proposal to use alternatives to Cisco and Microsoft security in al-rasheed
bank-delegate general office- northern region

Abstract

The study aims to provide a Suggested model for the application of Virtual
Private Network as tool that used to protect the transmitted data through the
Web based information system, and the research included using case study
methodology in order to collect the data about the research area ( Al-rasheed
Bank) by using Visio to design and draw the diagrams of the suggested models,
and adopting the data that have been collected by the interviews with the bank's
employees, and the research used the modulation of data in order to find
solutions for the research’s problem.
The importance of the study Lies in dealing with one of the vital topics at the
moment, namely, how to make the information transmitted via information
systems celebrating safety, which is missed by many organizations, despite its
importance, and providing the means for the protection and safety of the
information transmitted from the center to the branches and back again to the
center.
In order to achieve the goals of the study we build the suggested model, by using
the Virtual Private Network through Cisco and Microsoft suggested models, The
study concludes a set of conclusions, the most important, adopt a proposed model
to use virtual Private Network, whether the model presented by Cisco or through
the application form provided by Microsoft.
In light of the findings the study concluded a set of including, adopting the model
of Microsoft Virtual Private Network due to the easy to apply using the
infrastructure of the bank as tubeless to special equipment.

Keywords/ virtual private network, information security, network security,
network infrastructure.
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